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Cryptocurrency wallets keep
the user's private keys safe and 
accessible, allowing them to send
and receive cryptocurrencies.

Due to the giant stake involved with
crypto-wallets, their software faces a 
motivated adversarial [1,2,3].

Research on crypto wallets
Focuses on exploring general attacks 
such as network, application, 
blockchain and authentication threats
to wallets[4], but overlooks at source 
code provenance and contributors.
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In blockchain, your assets are
connected to a private key.

You lose your key,
you lose your assets.

When it comes to the supply chain of your cryptocurrency wallet,
Are you swimming in dirty waters?

Dirty Waters
A tool designed to unveil the transparency status
of crypto wallet software dependencies.
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