
Daniel Williams

dwilli@kth.se

Embedding the Software Supply 
Chain in Java Class Files

�� T. Lindholm et al. (2022). The class File Format. In Oracle, The Java® Virtual Machine Specification. 
Available: https://docs.oracle.com/javase/specs/jvms/se19/html/jvms-4.htm�

�� Oracle. (2023). Interface Instrumentation. 
Available: https://docs.oracle.com/en/java/javase/21/docs/api/java.instrument/java/lang/instrument/Instrumentation.html

�� The Uber-JAR is run 
alongside an agent

�� The plugin extracts each Maven JAR �� The plugin embeds metadata from Maven 
into the class files

�� The plugin re-packages the class files 
into an otherwise identical JAR

�� The plugin packages the custom JARs 
into an Uber-JAR

Artefact

Version

[...]

Group

Class MyClass {

  public String useClass2(){

    Class2 two = 
  }



  public void useClass3(){

    Class3 three = dependency.getClass3();

  }

}

dependency.getClass2();


Class Dependency {

  public Class2 getClass2(){

    
    
    
    return Class2();

  }

}

loadClass1();

loadClass3();

loadClass4();


�� A user expects to load Class2 The user doesn’t know

what code has been loaded!

�� Dependency decides to pre-load

related classes as well

Class2

Class1

Class3

Class4

While we are able to intercept loaded classes and inspect the corresponding class file even

without embedding anything, doing so will not provide any supply chain information.

Contribution 1: A Maven plugin for embedding supply chain information

Contribution 2: Building a representation of the software supply chain at runtime

The .class File Format

References

magic

minor_version

major_version

constant_pool_count

this_class

super_class

interfaces[]

fields_count

fields[]

methods[]

methods_count

attributes[]

attributes_count

interfaces_count

access_flags

constant_pool[]

Main.class

artefact_id

group_id version

[...]

Supply chain metadata
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